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UcTopua nasmeHeHU AOKYMEHTA

Bepcua Aarta MepeyeHb U3MEHEeHUH
1.0 16.05.2019 | NepBoHavyanbHaa BepcuA JOKYMEHTA
11 24.06.2019 O6HOB/IEHbl CKPUHLLOTbI M ONUCAHWE YCTAaHOBKW. YaaneH

NYHKT «HacTpoika nogkntoueHunsa Kk CAD»

Job6aBneHbl NyHKTbl «3.2  UHcmannayus e _ «Silent-
1.2 21.10.2019 | pexucume»» wn «7 _0O6HosneHue «KCV ZMK» e “pyyHom”

pexcume»

O6HOBEHbI CKPUHLLIOTLI M ONUCAHWE YCTaHOBKM. [JobaBneH
1.3 01.04.2020 | nyHkT «3.1.11Hacmpolika 83aumodelicmeus ¢ «CAH
KNOX»»

AkTyanusmpoBaH NyHKT «3.1.9 Hacmpolika docmyna K web-
uHmepdelicy»; [obasneHbl NyHKTbl «3.3 O6HO8sEHUE 8

1.4 13.04.202 )
3.04.2020 «Silent-pexcume»», «8 [IpunoxceHue»; [ONONHEH MyHKT
«3.1.11 Hacmpolika ezaumodelicmeus ¢ « CAH KNOX»».
[JobasneHbl NyHKTbl: «8.2 cah-db.properties», «8.3 cah-
1.5 06.05.2020 | knox.properties», «8.4 license.properties»,
«8.5 server.properties»
16 01.06.2020 O6HoBneH NyHKT «3.1.4 Bbibop Kamanoza xpaHeHus log-

¢alinos»
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I N PAS CAH (Certificate Authority Host)

! PyKOBOACTBO MO MHCTaNNALUM

1. BBepgeHue

[aHHbI AOKYMEHT ONMCbIBAaET NPOLLECC MHCTANNALMN cepBepa, obecneynBatoLLero Bsammogencrasme
POS-tepmuHana n CAD B npoueaype Haya/ibHOM WHMUManM3aumm POS-TepmuHana HavanbHbIMU
ceptupmrkatamm  (CAH). [daHHblIA  [OOKYMEHT npefHa3HayeH ANA  MPOYTeHMA  MoJ/b30BaTenem,
ocyecTBaAOWMUM npouecc nHctannaunm CAH.

TpeboBaHMA K annapaTHoOMy obecrneyeHuto onucaHbl B AOKYMEHTAUMAX HA COOTBETCTBYHOLLNIA
NPOAYKT U 3aBUCAT OT NNaHUPYEMOW 3arpy3Kn cUCTEMbI.

BeepeHue 4



I N PAS CAH (Certificate Authority Host)
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2. MoaroToBKa K UHCTaNNALUMU

MySQL

Heobxoammo yctaHosuTb MySQL Bepcun 5.7.

[ob6asntb B KOHourypaumio MySQL (my.cnf) HacTpoiky: «lower_case_table_names=1»
(vcnonb3oBaHMe HUMKHETO perncTpa B HANMeHOBaHUK Tabauu,).

MpepBapuTenbHO HeobxoauMmo co3aaTh 6a3y AaHHbIX «cah», Nonb3oBaTens M AaTb NOJ/b30BaATENIO
npasa Ha oty bJ.

Java

Ona VMHCTaNNAUMM Ha KOMNbioTepe A0/KHa ObiTb ycTaHOB/AeHa Java Bepcun He Huke 1.7. Ona
WMHCTaNNALUN HEe MMeEeT 3HauyeHue paspagHocTb (32 nam 64) BUpTyanbHOM MalluMHbI Java. MHCTpyKLMKU no
WMHCTannaumm Java: https://www.java.com/en/download/help/download options.xml.

OnepayuoHHbie cucmemsol cemeticmea Windows
Ons HcTannaumMm Ha windows cuctembl Heo6xo4MMbl NpaBa agMUHUCTPATOPA.

OnepayuoHHblIe cucmemsl cemeticmaa Linux

MNepen MHCTansUMEn HeobxoAMMO YCTaHOBUTb Nporpammy sudo 1 bash.

Mosb3oBaTe b, KOTOPbLIN NPOM3BOANT UHCTANIALNIO, AOKEH NpUHaaNexaTb sudoer'am.

OnepauMoHHana cucTema fAO/KHA wmeTb rpaduyeckylo nogcuctemy (Gnome wunu  KDE).
NHcTannnpoBaHHble BUPTYa/ibHble MallMHbI Java MOryT HaxoAUTbCA B C/IeAYIOLWMX KaTaiorax:

Jusr/lib/jvm, /usr/lib/java, /usr/java, /usr/jvm, /opt.

OnepayuoHHble cucmemsi cemelicmaa Unix
YctaHoBuTb X-windows (X11) n ybeamTbes, YTO NONb30BaTe/lb C NpaBaMKn root MMmeeT AocCTyn K X-
windows.

MoaroToBKa K MHCTaNNALUN


https://www.java.com/en/download/help/download_options.xml

[
W
(]
(0]

I N PAS CAH (Certificate Authority Host)

PyKOBOACTBO MO MHCTaNNALUM

3. UHcTannauma

3.1. UHcTannauma B 06bIMHOM peXkume

3.1.1. 3anyck MHCTALIATOPA

PasapxusupyinTte ZIP-daiin MHCTanNALMM B KakoM-HMOYAb KaTanor.
3anycTuTe CUCTEMHYIO KOHCO/b MO NPaBaMmn aAMUHUCTPATOpPa.

3TO MOXKHO cAenaTb pPasHbIMW CNocobamu, HUMKe YyKasaHbl crnocobbl Ans  pasHbIX
OnepaLMOoHHbIX CUCTEM:

Windows XP/2003 Server
Haxkmute couetaHme Knasuw «Windows+R» unm Bbibepute BMeHO «IyCK» NYHKT
«BbINONAHUTb NpOrpammy».

Windows 7

Haxkmute coyetaHume knasuw «Windows+R» un B cTpoky «Open» Beegute «cmd.exe», 3aTem
HaXXmuTe KHomnky «OK».

ANbTEPHATUBHO, Ha)KMUTE KHOMKYy «Start», HaneuyataliTe B CTPOKe noucka «cmd», B
pesynbTaTax Moucka B pasgesie «Programs» Ha)XMUTE MPaBOM KHOMKOW MbIWM Ha HAWAEHHYIO
nporpammy 1 Bbibepute nyHKT «Run as administrator».

Windows 8.x

Co3pgaiite ApAblK Ha paboyem CcTOoNle M B KA4YecTBE NyTUM K NpOrpamme  yKaxkute
«c:\windows\system32\cmd». Ha 3aknagKke «Security» nocrasbre rasoyky «Run as administrator».

3anycTuTe KOHCO/b ABOMHbIM K/IMKOM Ha CO34aHHbIN AP/bIK.

Windows 2008 Server/2012 Server
3anyctute «Power Shell» (MKOHKa HaxoguTca Ha naHenu ObICTPOro 3anycka, psaom c
KHOMKoW Start).

Linux
OTKpoWTe KOHCONb M BbINOJIHUTE KOMaHAy «sudo su root». MNpu HeobxoaMMOCTN BBEAUTE
napo”sb.

BbinonHnTe KomaHay «cd c:\sap_install» nnu «cd /opt/sap_install».
BbinonHUTe KomaHay «java -jar install.jar».
Yepes HEKOTOPOE BPEMSA OTKPOETCA OKHO.

UHcTannauma
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I N PAS CAH (Certificate Authority Host)

PyKOBOACTBO MO MHCTaNNALUM

3.1.2. IlpunsTHE JUIEH3UU

B okHe «License accept» noctaBbTe ranoyky «l accept license» n HaxkmuTe KHOMKY «Next».

INPAS

INPAS

PAYMENT SOLUTIONS

License accept

This a license.

I accept license

Next Cancel

3.1.3. Bei0op kaTasiora ajsi yCTAaHOBKH

B okHe «Target directory» Bbibepute KaTanor 414 yCTaHOBKM:
e Use default path: C:\TRSYS\SAP — a4 BbINO/IHEHUA YCTAHOBKMU B KaTasor MO YMOYaHUIO.
e Select custom path — ana Bbibopa KaTanora ycTaHOBKU.

INPAS

PAYMENT SOLUTIONS

x
3
a

Target directory

(® Use default path: C:\TRSYS\SAP
() Select custom path

Next Cancel

HasxmuTe KHOMNKy «Next». Ecv 3aaaHHbIN KaTanor He cyLlecTsyeT, ByaeT npeinoKeHo co3aaTh ero.
3.1.4. Bui0oop kaTtasora xpanenus l0g-daiisioB

B okHe «Target directory log files» BbibepuTe KaTanor B KoTopom byayT xpaHutca log-dalinbi:
e Use default path: C:\TRSYS\serviceability — katanor no ymonuanuio.
e Select custom path — ans Bbibopa KaTanora.
PekomeHayemoe MeCTO yKasaHua ampeKkTopuit ans obmeHa «/opt/trsys/*» — naHHble aMpeKkTopum
Y)Ke MMEtoT NpPaBa 3a 3aMnucb U YTeHue ans «etp-user».
Mpw BbIGOPE NHOOBIX APYTMX ANPEKTOPUIA a5 0BbmeHa, Heobxoanmo ybeanTbes, YTo BCe AMPEKTOPUM
B NMYTM MMEIOT NpaBa Ha 3anucb U YTEHWE ana «etp-usery.

UHcTannauma
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I N PAS CAH (Certificate Authority Host)

PyKOBOACTBO MO MHCTaNNALUM

Hanpumep, «/root/kdh/catalogl». Bce Tpu AMpPEKTOpPUM AOMKHBI UMETb NpaBa ANa «etp-user» Ha
3aMnuncb U YTeHue.

INPAS

INPAS

PAYMENT SOLUTIONS

Target directory log files.

(®) Use default path: C:\TRSYS\SAP\serviceability
() Select custom path

Back Next Cancel

Haxkmute KHonKy «Next». Ecaivm 3ai@aHHbIN KaTanor He cylwecTByeT, OyaeT npeanoxeHo co3aaTb ero.
3.1.5. KonupoBanue ¢aiinon

MHCTannaTop BbINOAHUT KONWpoBaHWe ¢aiiioB cepBepHoOi NaaTdhopmbl.

INPAS

INPAS

PAYMENT SOLUTIONS

Copying files

File copying finished. Click 'Next' to continue.

Back Next Cancel

Mocsie 3aBepLUeHns KOMMPOBAHUA HaXKMUTE KHOMKY «Next».
3.1.6. Bb10op BUPTYAJIbHONH MAIIUHBI

B okHe «Java Runtime Enviroment» byayT oTparKeHbl BCe HalgeHHble COBMECTMMbIE BUPTYasbHble
MawmHbl (JRE). Ons pyyHoro BbiGopa BUPTYyasibHOM MalLMHbI M3 CMIMCKA YCTAaHOBAEHHbIX HYXKHO CHayana
KAMKHYTb Ha «Manual selection» 1 nocne BblIOpaTb HYXHYH BUPTyanbHyl0 MawuHy. Ons Bbibopa
BUPTYaNbHOM MalUUHbI, NOA, KOTOPOK paboTaeT MHCTANNATOP, HYXKHO KAMKHYTb Ha «Use system JAVA_PATH
variable».

UHcTannauma
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I N PAS CAH (Certificate Authority Host)

PyKOBOACTBO MO MHCTaNNALUM

B napametpe «Maximum java permanent generation size (-XX:MaxPermSize)» HyXHO yKasaTb
KO/IMYECTBO pe3epBupyemoli onepatuBHOM namatn ana JVM Takoi, B KOTOPOM XPaHATCA MOCTOAHHblE
CYLLHOCTM CUCTEMBI, HAaMpPUMep, ONMCaHMUE KNacCoB.

B napametpe «Maximum java heap size, MB (-Xmx)» Hy}XHO yKa3aTb MaKCMMa/ibHOE KO/IMYeCcTBO
onepaTMBHOM NaMATH, KOTOPOE UCMO/Ib3YeTCA BUPTYaibHaA MallMHa AN BHYTPEHHeN 3arpy3ku dainos. 3ToT
napameTp MMeeT 3HaYeHMe No ymondaHuio — 256 Mb6aint. PekomeHayemoe 3HadeHue — 1024 Mbairt.

INPAS

INPAS

PAYMENT SOLUTIONS

Java Runtime Environm...

Please select Java Runtime Environment (JRE) for server

(O Manual selection

\ Type Version Bits Home directory

IRuntime Environment 1.8.0_241 x86 C:\Program Files (x86)\Java\jre1.8.0_241
[Development Kit 1.8.0_181 64 bits C:\Program Files\Java\jdk1.8.0_181
[Runtime Environment 1.8.0_241 64 bits C:\Program Files\Java\jre1.8.0_241

(®) Use system JAVA_PATH variable (64 bits)

Maximum java permanent generation size, MB (-XX:MaxPermSize)

Maximum java heap size, MB (-Xmx)

Back Next Cancel

BbibepuTe BUPTYasibHYIO MaLIMHY U HaXXMUTE KHOMKY «Next».

MpumeuaHue: B c/iyyae, eciiM CNUCOK NycT (Takoe BO3MOMKHO Ha Linux), 3To o03HayaeT, 4TO
WHCTaNNATOP He Halles HU O4HOMN BUPTYaNbHOM MaLLMHbI B U3BECTHbIX KaTasiorax A
noucka (cm. «MoAroToBKa K UHCTaNNALMUNY). 3aBepLUNTE BbINOJIHEHNE UHCTANNALMUM,
Ha)KaB KHoMKy «Cancel», MHCTannMpyiTe BUPTyasbHYO MalUuMHy Java u 3anyctute
WMHCTaNNATop 3aHOBO.

3.1.7. Bb10Op KOMIIOHEHTOB [IJI5l yCTAHOBKH

B okHe «Components selection»:
e BblbepuTe NpoayKT ANA ycTaHOBKKU «CepBep BbiMyCcKa CEPpTUDUKATOBY;
e [locraBbTe ranoudky «lInstall monitor application and show icon in system tray» pgns
YCTaHOBKM Nporpammbl ynpasaeHusa cepsepom CAH 1 oTobparkeHns B Tpee ero coCTofHUA;
e VYKaxute ¢ann nnueHsmm B none «License;
e Haxkmute KHoNKy «Next» oas NpoaonKeHUsA YCTaHOBKM.

UHcTannauma
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INPAS

PAYMENT SOLUTIONS

Components selection

Please select components

TR-SYS Server Applications
[] Cepsep seinycka cepTiduratos Platform (SAP) is the unified

platform for various server
solutions. All applications share
he same server runtime
environment.

Please select products that should
be installed on this PC.

Tray monitor

Install monitor application and show icon in system tray.

License

Choose file

Back Next Cancel

3.1.8. Beioop TCP/ IP mopToB

B okHe «TCP/IP configuration» Heobxoanmo ykasatb TCP/IP noptbl, KoTopble ByaeTt obcayusartb
cuctema. Ha atm noptel oT POS-TepmuHanos OyayT nNocTynaTb 3anpocbl HA YAANEHHYIO 3arpysKky
cepTudmkartos c CAH.

B cnucke oTobpaxkaloTcs TEKyLUIME MUCMO/b3yemble MOPTbl C YKa3aHMEM HOMepa MnopTa, CETEBOro
uHTepdelica 1 pexnm paboTbl NopTa.

CnpaBa Haxo4AaTcA KHOMKK yaaneHun, Aob6aBieHma UamM usMeHeHMsa napaMeTpoB nopTa. Mo HaxaTtuio
KHOMKKN A06aBieHMA UNU U3MEHEHUS NOPTA OTKPbIBAETCS ANAIOrOBOE OKHO, Ie HacTpauBatoTca cneaytoume
napameTpbl NopTa:

Homep nopra (Port).
Homep TCP/IP nopta oT 1024 ao 65535. [laHHblA NOPT HEOBXOAMMO OTKPbITb B BpaHaMaype (cm.
noKymeHTaumto no Windows) nnum B iptables (Linux).

Pexxum (Port Mode)
[aHHaA HacTpoiKa onpenenaeT TUMNbl NOAKAIOYEHUA TEPMUHANOB K CUCTEME A1A AaHHOro MopTa.
JocTynHbl cneayowme pexmmel:

On demand with TPDU autodetection - pexum, npu KoTOpoM noAAepKUBaETCA
asToonpegeneHme TPDU pgns npoTokonos cemelictBa ISO8583, a Takke noanep)kuBaroTca Bce
OCTa/ibHble MPOTOKOJIbI C 06A3aTeNIbHbIM HaiMunem TPDU. Pexkum npeaHasHaveH aasa o6cnyKmBaHumA
NPAMOro CoeAuHeHWA TepmMHaNoB c cepBepom. Ecanm B obcnyxuBatowein MHPpacTpyKType
TepMMHabl noakatoveHbl yepes IEN, To B Hem Heob6xoAMMO HacTpouTb pexum "on demand", To ecTb
no ogHomy TCP/IP coeanHeHMto Ha ceccuio.

Port Preset

B Bbinagatowem cnucke gna Bbibopa AOCTYMHbl cnegyowme 3HadeHusa: «Default», «Ethernet»,
«GPRS», «Dual-Up».

Mog cnnckom ¢ TCP/IP nopTamum pacno/sioxeHbl ABa napameTpa:
Session thread count — yKasblBaeTca KO/AMYECTBO MOTOKOB, 06pabaTbiBalOWMX 3anpocbl OT
TEPMMUHANO0B. 3Ha4YeHne No ymonyaHuto — 8. PekomeHayemoe 3HaYeHre — KoNnM4ecTBo agep npoueccopa + 1.

UHcTannauua
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INPAS

CAH (Certificate Authority Host)

PyKOBOACTBO MO MHCTaNNALUM

(pekomeHgoBaHHOE) — 60.

anME‘-IaHVIeZ Henb3a AOGBBMTb HECKOJ1IbKO NOpTOB C OAHMM HOMEPOM.

Session idle time — ykasbiBaeTca TaliMayT coeAMHEHWA B CEKyHAaxX. 3HayeHue Mo YMOJYaHUIO

INPAS

PAYMENT SOLUTIONS

TCP/IP ports
|1801 (All interfaces), Preset: Default, Mode: On demand with TPDU autodetection

INPAS

Port 1801
Port mode | On demand with TPDU autodetection

Port preset | Default v

Session thread count
8

Session idle time

60

Back Next

! INPAS TCP/IP configuration

Cancel

Mocne HacTPolKK Haxkmute «Next».

3.1.9. Hacrpoiika 1octyna Kk Web-unrepgeiicy

B okHe «Web interface» HeobxoanMmo HacTpouTb NapaMeTpbl 4OCTyNa K web-nHTepodeicy.

INPAS

PAYMENT SOLUTIONS
HTTP protocol
Host Port
127.0.0.1 8080

Back Next

! INPAS WEB interface

Cancel

Ecnn B napameTpe «Host» ykaszatb 127.0.0.1 unum apyroit noKanbHbIN IP-agpec, TO NOAKAOYUTLCA K
cucteme ByaeT BO3MOXKHO TosbKO ¢ MK rae yctaHosneHa cuctema. Ecam ykasate 0.0.0.0, TO NOAKAOUNTLCA K

cucTeme byaeTt BO3MOXKHO ¢ ntoboro MK.

Mocne HacTpoliku Be6 gocTyna HaxmuTe «Next».

UHcTannauma
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3.1.10. Hactpoiika nocryna k b/{

B okHe «CAH database» Heobxoanmo HacTpouTb goctyn K bl KHD.

B TekyLen Bepcun nogaepxunsaetca Tonbko CYB/, MySQL sepcuin 5.7

YKaxuTe napameTpbl paboTbl ¢ B[ (B «Database name» ykaxkute B/l (cxemy), co3aaHHyo 3apaHee
(cm. «MoAroToBKa K MHCTaNAALMMNY).

Maximum Pool Size — ykasbiBaeTcd MakKCMMa/ibHOE KOJIMYECTBO MOAKAOYEHUM K 6as3e AaHHbIX,
KOTOPOE CMOXKET OTKPbITb MPUIOKEHME. 3HAYEHNE Mo ymondyaHuto — 40.

INPAS

| INPAS CAH database

PAYMENT SOLUTIONS

MySQL 5.5+ database

Database host

localhost

Database port
330615

Database login

root

Database password

123456

Database name

cah

Maximum Pool Size

My

-

405

Back Next Cancel

Haxmute «Next» ona nepexoaa K cnefytowemy sKpaHy.

3.1.11. Hacrpoiika B3aumoneiictBusi ¢ <CAH KNOX»

B oke «CAH KNOX» Hy»KHO 3ano/IHUTb Cneaytolme napameTpebl:
e Samsung Attestation server setting (napameTpbl B3aMMogeNCTBMSA C CEPBEPOM aTTecTauuu
Samsung):

O

O

Attestation key — Kntou gns atrectaumm Ha cepBepe aTTecTauumn Samsung. Gopmat
30 6alita B HEX;

Attestation server nonces — agpec aTTecTaUMOHHOrO cepsepa Samsung AnA
noJslyd4eHMA nonce;

Attestation server blobs — agpec atrectaumMoHHOro cepsepa Samsung ans
nosny4yeHua blob c paHee NnonyyeHHbIM nonce;

Attestation attempt’s number — 41cn0 NONbLITOK NOAYYEHUs aTTecTaumm.

e POS-SAM Emul Settings (napameTpbl B3aumogeicTeumaA ¢ ycrporicteom POS-SAM):

O

POS-SAM device IP-address — IP-agpec yctpoictea POS-SAM;

UHcTannauma
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O

POS-SAM device port - nopt ycTpoictesa POS-SAM;

Sending request to POS-SAM device timeout, sec — TaimayT 3anpoca yCcTPOK1CTBa
POS-SAM B cekyHAax;

Waiting response from POS-SAM device timeout, us - TalimayT otBeta POS-SAM B
MWASIUCEKYHAAX.

CAH for KNOX Settings (napameTpbl B3aumogaericteua CAH ana KNOX):

o
o
o

CAH for KNOX IP-address - IP-agpec CAH ana KNOX;

CAH for KNOX port — nopt CAH gns KNOX;

Sending request to CAH for KNOX timeout, sec — TalimayT 3anpoca yctporictea CAH
ana KNOX B ceKyHAaax;

Waiting response to CAH for KNOX timeout, us — TaimayT otBeta CAH ana KNOX B
MWASIUCEKYHAAX.

x

| 'NPAS CAH KNOX

PAYMENT SOLUTIONS
rSAMSUNG Attestation server settings
Attestation key EB71601136B049BDBES2B7BC1196A015
Attestation server nonces https: //attest-api.secb2b.com/v2/nonces
Attestation server blobs https: //attest-api.secb2b.com/v2/blobs
Attestation attempt's number b5
~POS-SAM Emul Settings
POS-SAM device IP-address 10.35.1.22
POS-SAM device port 10 000 -5
Sending request to POS-5AM device timeout, sec 105
Waiting response from POS-SAM device timeout, us 15000 -3
-CAH for KNOX Settings
CAH for KNOX IP-address 127.0.0.1
CAH for KNOX port 1801 3
Sending request to CAH for KNOX timeout, sec 105
Waiting response from CAH for KNOX timeout, us 15000 -5

Back Next Cancel

Haxxmute «Next» ana nepexoaa K cneayroliemy aKpaHy.
MpumeuaHue: B nyHKTe «8.1 Aluaepamma nocnedosamenbHOCMuU noay4YeHus cepmugukamos RKL

014 npoekma «SoftPOS»» npueeeHa Anarpamma nocsieloBaTe/IbHOCTU NOJyYeHUs
ceptudumkatos RKL ana npoektra «SoftPOS». Fae «CAH-KNOX» moaynb, KOTOpPbI
TpaHCNopTMpPYET 3anpoc oT TenedoHa npoekta «SoftPOS» B NOHATHLIN dopmaT And
«CAH», a «POS-SAM» AonNONHAET AaHHbIV 3anpoc MHdopmaLmen, HeobxoaMmon ans
KOPPEKTHOIo nonyyeHusa ceptuédmkatos c «CAD»

UHcTannauma
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PyKOBOACTBO MO MHCTaNNALUM

3.1.12. 3aBepuieHne HHCTAISIIUH

«
TRANSACTION
SYSTEMS

Installation Successful

Press ‘Mext’ button to save configuration.

ack Mext Cancel

B cnyyae KOPPEKTHOM HACTPOMKKU coeauHeHUus ¢ B MHCTannaTop nepenaer K cnepyrolemy OKHy
«Installation Successful». Haxkmute «Next» pana coxpaHeHua KoHdurypaumm. B okHe «Installation
Successful» HaxkKmuUTe KHOMKY «OK».

3.2. UHcTtannauua B «Silent-pexkume»

3.2.1. IloAroToBKA K YCTAaHOBKE

Mepes Haya/soOM YCTaHOBKM HeobxoaMmo pasmecTMTb Nanky «private» B Katanor «c:\sap_install
(Windows)» unan B «/opt/sap_install (Linux)», rae yXe npUCYTCTBYIOT WHCTaNNALMOHHbIE alibl
(copepsknmoe nocTaBkm).

B nanke «private» cogepatca cieaytowme daisbl C napameTpamm:

e cah-db.properties — napameTpbl NOAKNIOYEHUA K Ba3e AaHHbIX (8.2);

e cah-knox.properties — napameTpbl B3anmogeiictana ¢ CAH-KNOX (8.3);
e Jicense.properties — HacTPONKM nuLeH3um (8.4);

e server.properties — HacTpoiku cepaepa CAH (0).

[aHHble ¢paiibl ¢ NapameTpamMM BO3MOXHO HacCTPOWUTb CaMOCTOATE/IbHO, UCMOAb3YA CTaHAapTHOe
npucnocobneHune «Windows — BNOKHOT».

lMpumeyaHue. Ecnn Heobxoammo caenatb Konuto CAH, TO HY)KHO BbINOJIHUTL KOMMPOBAHWE ManKu
«private» M3 KaTasnora C ycCTaHOB/AEHHbIM U HacTpoeHHbim CAH (no ymonuvaHuio «C:\TRSYS\sap»), u
BbINO/HUTb LUATM ONMUCaHHble B NYHKTax «3.2.2».

3.2.2. 3anyck KOMaHAHOI CTPOKH

[na Hayana ycTaHOBKM HEOBXOAMMO 3aMyCTUTb KOMaHAHYH CTPOKY OT UMeHU «AOMUHUCMpamopa».
3TO BO3MOMKHO CAeN1aTb OAHMM U3 CNOCOB0B, ONMMCAHHbIX HUKE.

Windows 7

HakaTb coueTaHue knasuw «Windows+R» 1 B cTpoky «Open» BBecTM «cmd.exe», 3aTeM HaxkaTb
KHOMKY «OK».

Opyroii cnocob — HaxaTb KHOMKY «Start», HabpaTb B CTPOKe Noncka «cmd», B pe3ynbTaTax NoOUCKa B
pasgene «Programs» HaXKaTb NPaBOM KHOMKOM MbILIW HA HalEHHYO NPorpammy 1 BbibpaTb NYHKT «Run as
administrator».

UHcTannauma
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Windows 8.x

Cosmatb Apablk  Ha pabouyem Crole M B  KayecTBe MyTM K MNporpamme YyKasaTb
«c:\windows\system32\cmd». Ha 3aknagke «Security» nocrasutb ¢pnar «Run as administrator».

3anyCcTUTb KOHCO/b ABONHBIM KIMKOM Ha CO3aHHbIN AP/bIK.

Windows 2008 Server/2012 Server
3anyctutb «Power Shell» (MKOHKa HaxoauTca Ha naHenu 6bICTPOro 3amnycka, PAAOM C KHOMKOM
«Start»).

Linux"
OTKpbITb KOHCOJIb 1 BbINONHUTbL KOMaHAy «sudo su root» Mpu HeobxoAMMOCTM BBECTU NAPO/ib.

3.2.3. BoinoJiHeHHE YCTaHOBKH B «Silent-pexkume»

Mocne 3anycka KOMaHAHOW CTPOKM HEOBXOAMMO NepPenTH B KaTanor C MHCTAANALMOHHbIMK daiinamm
(comep»umoe MoOCTaBKM), A4 3TOTO HEOBXOAMMO BbINOAHWUTL OAHY W3 chaedylowux KomaHa: «cd
c:\sap_install (windows)» nnn «cd /opt/sap_install (Linux)».

Ce nNpaea 3allHeHbl.

c:\sap_install

3aTem 3anyCcTuTb YCTAaHOBKY, BbINOJIHMB KOMaHAy «java -jar install.jar --silent --install C:\TRSYS\sap
(windows)» nnu «java -jar install.jar --silent --install /opt/trsys/sap (Linux)».

ion Platform Installer
alled! |

sap_install»

Mocne nosasneHua cTpoku «System is already installed», mMo)KHO nNpuUcTynaTb K MCNO/Ab30BaHMUIO
CUCTEMBI.
[na pexunma silent y mHctannatopa fobasmuauck napameTpbl:
» --silent --install <yKasbiBaeTca NyTb ANA YCTAHOBKWU> — BbINOIHAETCA MHCTAANALMA C HyAA
(ecnu cuctema yxke yctaHoBsieHa — byaeT owmnbKa);
» --silent --uninstall — BbinonHsAeTCA yaaneHue;
» --silent --upgrade — BbinoHAETCA 06HOBNEHNE KOMMNOHEHTOB;
» --silent --configure — BbINONHAETCA M3MEHEHNE KOHPUTYPAL MM KOMIMOHEHTOB.
MpumeyaHue. Mpu nUameHeHUU KOHOUIypaLMmM KOMMOHeEHTOB (KoMaHaa «--silent --configure»)
HeobXxoAMMO PasMecTuTb nanky «private» s Katanor «c:\sap_install (Windows)» nan 8 «/opt/sap_install
(Linux)», roe yxe NpuUCyTCTBYHOT MHCTANNALMOHHbIE dalisibl (COLEPKMMOE NOCTaBKM).

3.3. O6HOBNeHMue B «Silent-pexkume»

Mepes, HauaNnom 06HOBAEHNA HYXKHO BHECTU HeobXoaMMble U3MeHEHUS B dait/ibl, PacnoNOXKeHHbIe B
nanke «private» B katanor «c:\sap_install (Windows)» nnu B «/opt/sap_install (Linux)»
B nanke «private» cogepkatca cnegytowme dpaiinsl C napameTpamu:

UHcTannauma
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e cah-db.properties — napameTpbl NOAKAOYEHMA K Ba3e AaHHbIX (8.2);

e cah-knox.properties — napameTpbl B3anmogencransa ¢ CAH-KNOX (8.3);
e license.properties — HacTPONKM nuLeH3um (8.4);

e server.properties — HacTpoiku cepsepa CAH (0).

[anee 3anycTuTb KOMaHAHYI CTPOKY BbIMOIHMB LIArK ONMCaHHbIE B MyHKTE «3.2.2».

Mocne 3anycka KOMaHAHOM CTPOKM HE0BXoAMMO NepenTn B KaTaaor C MHCTaANALMOHHbIMM danamm
(copepsknmoe nocTaBKWM), ANA 3TOT0 HEOobXOoAMMO BbIMOJHUTL OAHY W3 CciaeayllmMx KomaHg: «cd
c:\sap_install (windows)» nnu «cd /opt/sap_install (Linux)».

3atem 3anycTutb OOHOB/AEHWE, BbIMOJHMB KOoMaHAy «java -jar install.jar --silent --upgrade
C:\TRSYS\sap --privatedir c:\TRSYS\SAP\private (windows)» unnu «java -jar install.jar --silent --upgrade
Jopt/trsys/sap --privatedir /opt/trsys/sap/private (Linux)».

UHcTannauua
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4. 3anycK n oCTaHOBKa

CepBepHas nnatdopma ycTaHaBiMBaeTca MO0 KaKk ciyxkba (Service) gns onepauMOHHbIX CUCTEM
cemeictea Windows, n1nmbo Kak npouecc-gemoH ansa OC cemelictsa Linux.

B Windows cny»kba uHcTannmpyetca Kak cay»ba, 3anyckaemas Bpy4Hyto. Mpu Heobxoammoctn
MOXHO M3MEHUTb PEKMM 3aMyCKa Ha aBTOMATMYECKUIN B NaHenn ynpasneHua «Control panel».

4.1. Mporpamma v ynpas/sieHUe cepsepom

B KomnneKkT nocTtaBKW cepBepa BXOAMUT CreunanbHasa nporpamma ana ynpasneHua cepsepom CAH.
Mpu yctaHoBke B Windows oHa 3anyckaeTcs cpa3y nocje ycrnewHoi yctaHoBku. [na Linux notpebyetca
nepesarpyska Wamn BbIXog, U3 cuctembl. [laHHOE MPUAOXKEHME 3aMnyCKAeTcA aBTOMATUYECKM U OTobparkaeT

=+
” o -
CTaTyc B cMCTeMHOM Tpee. Npy HaxKaTUK NPaBOM KHOMKOW Ha MKOHKY P MOABAAETCA MEHIO C MyHKTamM
«Exit» (3aKpbiBaeT nporpammy) n «Open» (OTKPbIBAET OKHO ynpasaeHus).
OKHO ynpaB/ieHna BbIrAANT CAeaytolmm obpasom:

®

Components

YnpaBsneHue cepBepom NPOUCXOAMUT ABYMA KHOMKaMu: «Start» n «Stop».
HuKe oTobpakaeTcsa CTaTyC MHCTANIMPOBAHHbIX NPOAYKTOB:

L ..
o AaHHaA MUKTOrpamma O3Ha4aeT 4YTO MPOAYKT elle He 3anyuleH, nmbo uTo NPOAYKT elle B
npouecce 3anycka M cnegyetr HemMHOro nogoxpgatb. lNpu ycnewHom 3anycke 0To6pa>KaeTc;| 3e/1eHaA

v
nUKTOrpaMmma .

?

Components

B cnyyae, ecan oTobpasunacb MNUKTOrpamma C BOCKAMULATENbHbIM 3HaKoM, Heobxogumo
AnarHocTMpoBsaTb npobnemy.

MpumeuaHue: Ha Ubuntu aBTo3anyck He paboTaert.

3anycK 1 ocTaHOBKa 17
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4.2. YnpaBneHue cepBepomM BPYUHYIO

CepBepom TaKKe MOXKHO ynpaBaaTb BpyyHyto. na « CAH» co3paHa cnyxba:
e com.trsys.tm.cah.web.

Windows.
Ona onpegeneHne TeKyLLEro coctoaHMA cayxbbl cepsepa B Windows ucnosb3yerca cuctemHas
KOMaHZAa «SC», KOTOPY0 HE0BX0AMMO BbI3bIBATb M3 KOHCO/IN.

E:\SAP>sc query com.trsys.tm.cah.web

Uma_cnymucbol: com.trsys.tm.cah.web
Tun ;10 WIN32_OWN_PROCESS
CocmosHue :4 RUNNING
(STOPPABLE, NOT_PAUSABLE, ACCEPTS_SHUTDOWN)
Kod_ebixoda_Win32 :0 (0x0)
Kod_ebixo0a_cnyxcbol : 0 (0x0)
KoHmponeHaa_mouka : 0x0
OxcudaHue : 0x0

Ona  ocTaHOBKM  cay:bbl  cepBepa  HeobxogMMo  BbINONHWUTb  KOMaHAy  «sc  stop
com.trsys.tm.cah.web».

E:\SAP>sc stop com.trsys.tm.cah.web

Umsa_caymucbol: com.trsys.tm.cah.web
Tun ;10 WIN32_OWN_PROCESS
CocmosaHue :3 STOP_PENDING
(NOT_STOPPABLE, NOT_PAUSABLE, IGNORES SHUTDOWN)
Kod_sbixoda_Win32 :0 (0x0)
Kod_sbixoda_caymbsi : 0 (0x0)
KoHmposnbHasa_moyka : 0x2
OxcudaHue : Oxbb8

Ona  3anycka cnyxbbl cepBepa  HeobXxoAMMO  UCMOJIb30BaTb  KOMaHAy  «sc  start
com.trsys.tm.cah.web».

E:\SAP>sc start com.trsys.tm.cah.web

Umsa_cayncbol: com.trsys.tm.cah.web
Tun ;10 WIN32_OWN_PROCESS
CocmosHue :2 START_PENDING
(NOT_STOPPABLE, NOT_PAUSABLE, IGNORES_SHUTDOWN)
Kod _ebixoda_Win32 :0 (0x0)
Kod_ebixooa_cnyxcbol : 0 (0x0)
KoHmponseHaa_mouka : 0x0

OxcudaHue : 0x7d0
ID_npouecca ;1888
®nazu

Linux
[ns onpepeneHne TEKYLWLEro COCTOAHMA AeMOHa cepBepa HeobxoaMMO BbI3BaTb KOMaHAY:

ps -aux [grep com.trsys.tm.cah.web [grep java:

[oracle@oraclelinux6 ~]S ps -aux |grep com.trsys.tm.cah.web |[grep java
etp-user 5926 49.6 36.1 2000412 368212 ? Sl 08:17 ...

Ecnv KomaHaa BbIBOAUT npouecc, 3Ha4YnT 4EMOH 3anyLleH.

3anycK v ocTaHoOBKa
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AnA 3anycka gemoHa cepsepa HeobX0AMMO Bbi3BaTb KOMaHAY:
sudo /etc/init.d/com.trsys.tm.cah.web start

s ocTaHOBKM AemMoHa cepBepa HeOHX0AMMO Bbi3BaTb KOMaHAY:
sudo /etc/init.d/com.trsys.tm.cah.web stop

MNpaBa Ha ynpaBaeHue gemoHom ans Linux
TaKk Kak cam gemoH paboTaeT nog Apyrum nosb3osatenem, OA8 ero ynpasaeHUA HY>KHbl Npasa Ha
BbinosiHeHue nog «sudo» ckpunTta «/etc/init.d/com.trsys.tm.cah.web».

Ons storo B daine «sudoers» Heob6xoaMMO A06aBUTb CTPOKY:

user ALL=(etp-user) NOPASSWD: /etc/init.d/com.trsys.tm.cah.web
WK ANA TPYNNbI:

%group ALL=(etp-user) NOPASSWD: /etc/init.d/com.trsys.tm.cah.web

roe «user» n «group» - HaseaHue NoaibsoBaTtena U rpynnbl COOTBETCTBEHHO.

3anycK v ocTaHoOBKa
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5. lnarHocTuKa npobaem c 3anyckom

CepBep npu 3anycKe 3anuncoiBaet MHbopmauymio B log daiin, Kotopaa Heobxoauma ANA ANArHOCTUKM
npobsem. Log dbain HaxoamTcA B KaTasiore Katanor-uHcrannauum «/serviceability/eventlogs».

OpHa 13 4acTo BCTpevatowmxca oWnNBOK cBA3aHA C HEBO3MOXKHOCTbIO COeAMHUTLCA C 6a30M AAHHbIX.
Ecan npobnemy no sioram AnarHoCcTMPoOBaTb HE NOy4aeTca, BbINOJHUTE ceaytowme 4eNCTBUSA:

1.

2.
3.
4

OCTaHOBUTE CepBep;
yaanute katanor «serviceability/eventlogs»;

3anycTuTte cepeep;

Yepes HeKkoTopoe Bpems, KOrga B JIOF MepecTaHeT 3anucbiBaTbCA HOBas MHpopmaums,
oTnpasbTe Gai/ B NOALEPHKKY.

AunarHoctuka npo6aem c 3anyckom
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6. U3meHeHUe TeKyLLen UHCTaNNALUN

MHCTannaTop npu 3anycke NpoBepsaeT Ha/iMume yCTaHOBAEHHOM cepBepHoi naatdopmsl. M ecam oHa
y)Ke ycTaHoB/eHa, oTobpakaeT BO3MOXKHble AeNCTBUA.

I\ﬁ: |
‘ Configurate/uninstall
! PAYMENT SOLUTIONS
(® Reconfigure product
(O Upgrade product
() Uninstall product
? Back Next Cancel

6.1. NMoBTOpHaa KoHurypauma «Reconfigure server»

Mpu BbIBOpE 3TOro AENCTBUA NO/Nb30BaTE/Ib NPOXOAMT MO BCEM LUaram HacTPOWKU ANA U3MEHEeHUs
yero-nmbo.

BHumaHue: cepsep A0NXKeH 6bITb npeaBapnTesibHO OCTaHOB/IEH.

Mpy NOBTOPHON KOH$Urypaumm aonyckaeTtca AobaBneHne UAW yaaneHue Kakux-nmbo npoayKToB.
[na atoro Ha cTpaHuue Bbibopa KomnoHeHT «Components selection» HeobXoAMMO CHATb MAM NOCTaBUTb
ras04Kku.

6.2. O6HOBNAeHUe KomNoHeHT «Upgrade components»

310 AeiicTBME UCMNOAb3YeTCA Ana O6HOBNEHMA Bepcuii KOMMOHeHT cepBepa. OB6HoOBAEHUSA
pacnpocTpaHatoTca B Buge ZIP apx1Ba, KOTOPbIM Hago pasBepHYTb B KaTanor, Kyga paHee 6bli pasBepHyT
NaKeT MHCTaNNALNN.

6.3. YaaneHue «Uninstall server»

o710 AeﬁCTBMe yAanAaet c AaHHOIo KOMMNblOTEPaA CeEPBEP U BCE paHEE YCTAHOBJ/IEHHbIE MPOAYKTbI.

N3meHeHMe TeKylel MHCTaNNALUK 21
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7. O6HoBneHue «KCV_ZMK» B “pyyHom” pexknme

Ona obecneyeHma BO3MOXKHOCTM 0bpabaTbiBaTb 3anpochkl Ha U3daHne cepTUUKATOB, 3aBEPEHHbIX
SAM-MoaynamMu, yxe 3arpyeHHoiMmn B 6a3y gaHHbix CAH, Heobxoaumo B “pydyHom” pexume (npsamoit
[0CTyn K 6a3e AaHHbIX) BHECTU AnAa Kaxaoro SAM-moayna KCV knoua MMK, Ha KoTopom 3allndpoBaH Koy

SAM-moayna.
1. BbinonHuTb BbIGOpPKY «CAD» no «KCV_ZMK»;

SELECT IP_ADRESS,IP_PORT, KCV_ZMK FROM cah_cad;
2. BbInonHUTb BbIGOPKY SAM-Moayneis;
SELECT sam_sn, kev_zmk FROM sam_keys;

3. O6HoBuTb «KCV_ZMK» y SAM-moayns:
a. CNpuWBA3KON K cepuitHomy Homepy SAM-moaynsa (ans ogHoro);

UPDATE sam_keys set kcv_zmk ='123456' WHERE sam_sn ='07883493"
b. cnpuBasKoit K cepuitHomy Homepy SAM-moayns (AN HECKO/IbKKX);

UPDATE sam_keys set kcv_zmk ='123456' WHERE sam_sn in ('07883493', '07883494', '07883495')
c. Ans Bcex SAM-moaynen B 6ase AaHHbIX.

UPDATE sam_keys set kcv_zmk ='123456'

O6HoBneHune «KCV_ZMK» B “pyuHom” pexume 22
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8. NMpunoxeHue

8.1. Anarpamma nocneaosBatenbHOCTU nonyvyeHusa ceptudpukaros RKL ana
npoekrta «SoftPOS»
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8.2. cah-db.properties
Tabanua 1.
jdbc.url YKasblBaeTca NyTb/ aapec A41a noAKaodYeHms K b,

Mpumepbl popmata gna MySQL
https://dev.mysgl.com/doc/connector-i/8.0/en/connector-j-
reference-jdbc-url-format.html

jdbc.maximumPoolSize YKa3blBaeTCA MaKCMMa/ibHOE KOIMYECTBO NOAKAOYEHUI K Base
OaHHbIX, KOTOPOE CMOXET OTKPbITb NpUoKeHue. Mpumep 3HauYeHus —
40 (no ymon4aHuio)

jdbc.username YKa3blBaeTca MMA Nob30BaTens 4aa nogxkaoyeHuna K 6
db.type YKasbiBaeTcs TMN 6a3bl gaHHbIX. Mpumep 3HavyeHma — mysql
jdbc.drive YKasblBaeTcA TN gpaliBepa ANa NnoakntodeHms K bl
Ona mysqgl — “com.mysql.jdbc.Driver”
jdbc.isEncrypted YKa3blBaeT Ha Ha/iMuKne 3awmndpoBaHHOro napons. MapameTp moxket
OTCYTCTBOBATb
jdbc.password YKa3bIBaeTcA Napo/ib N0/b30BaTe A A1A NoAKA0YeHnA K b,
MpunoxxkeHune
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8.3. cah-knox.properties

Tabnuua 2.
cah.pos-sam.host IP-agpec ycTpoictea POS-SAM
cah.attestation.server.nonces Appec aTTecTalMOHHOro cepepa Samsung gna noayvYeHus
nonce
cah.pos-sam.response.timeout TanmayT otBeTa POS-SAM B MUANCEKYHAAX
cah.knox-to-cah.host IP-agpec CAH gns KNOX
cah.pos-sam.port MopT ycTponctea POS-SAM
cah.attestation.key Kntou ana atrectaumm Ha cepBepe aTrectaumm Samsung.
dopmar 30 6aiiTa B HEX
cah.attestation.server.blobs Agpec aTTecTaumMoHHOro cepeepa Samsung ana nosayyeHus blob
C paHee NoAy4YeHHbIM honce
cah.knox-to-cah.request.timeout Tanmayt 3anpoca yctponctea CAH ana KNOX B cekyHaax
cah.knox-to-cah.port Mopt CAH ana KNOX
cah.knox-to-cah.response.timeout | TamayT otBeTa CAH gns KNOX B munancekyHaax
cah.attestation.attempt.allowed Ymcno NonbITOK Noy4YeHUA aTTecTaLmm
cah.pos-sam.request.timeout TarmayT 3anpoca yctpoinctsa POS-SAM B cekyHaax
8.4. license.properties
Tabauua 3.
\ license.file ‘ YKasbiBaeTcsa nyTb A0 ¢panna AMueH3um
8.5. server.properties
Tabanua 4.
logging.file Nms danna noros
web.port.http MopT no KoTopomy byaeT aoctyneH sed nHtepoeinc CAH
web.host.http IP- appec no KoTtopomy byaeT aoctyneH Beb nHtepdeic CAH
server.tcpip.1.protocol Bbibop nNpoToKoNa AN1A CBA3M C TePMUHANOM. BapuaHThl : sa, iso8583
server.tcpip.l.preset MpeceTbl HACTPOEK NopTa AN1A CBA3M C TEpMUHANAMKN. BO3MOKHble
BapuaHThbl: deflt, ethernet, gprs, dial-up
server.tcpip.1.port Homep nopta 4ns cBAsm c TepMUHanamm
session.thread.count MaKcrManbHOE KOIMYEeCTBO NOTOKOB A/1A CECCUM
session.idle.time
logging.path MyTb ANs XpaHEHWUA NOros
web.ctx.path
process.monitor.turnOnOnStartu | ECiv Hy}XKHO BKAOYaTb MOHUTOP NPU BKIOYEHMM CEPBEPA TO true,
nHaue false
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